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What is Electronic InformationWhat is Electronic Information 
� Any information created or stored in digital form 

whenever a computer or other machine is used to 
accomplish a task, such as: 
– Data files (active or archived) 
– Operating systems 
– Application programs 
–	 Computer generated communications (e.g., e-mail and 

faxes) 
– Voice mail messages 
– Source and object code 
– Data compilations 

�	 Entire computing environment may contain 
discoverable electronic information 

� Not all relevant data will be stored in-house 
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Know Your NetworkKnow Your Network 

� What do you own? 
� What is outsourced? 
� What do you lease (and when do the leases expire)

� Whose data is it anyway? 
� Data access costs? 
� What licenses must be considered? 
� Who administers each relevant environment? 
�	 Are there automated processes that will effect (read 

ERASE) any data? 
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Where is Bob’s Email?Where is Bob’s Email? 

� Bob’s Email Server? 
� Backup Tapes of Bob’s Email Server? 
� Bob’s Desktop computer? 
� Bob’s Laptop Computer? 
� Bob’s PDA/Pager/Cell Phone? 
� Backups of Bob’s Devices? 
� Regulatory Backups of Servers? 
� Bob’s Home Computer? 
�	 Bob’s Hotmail, AOL, MSN other Personal 

Accounts? 
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Moral of Bob’s Email StoryMoral of Bob’s Email Story 

�	 Producing ALL of Bob’s email is likely to be 
impossible. 

�	 Production of all of the email still in Bob’s 
employer’s possession, custody and control may not 
result in production of ALL of Bob’s email. 

�	 Production of all of the email still in Bob’s 
employer’s possession, custody and control will be 
expensive and time consuming. 

�	 Production of all of the email still in Bob’s 
employer’s possession, custody and control will 
result in significant duplication within the 
production set. 
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Contiguous File 

15 

3 4 5 6 <EOF> 0 0 0 0 0 0 0 0 

16 17 18 19 20 21 22 23 24 25 26 

0 0 0 0 0 0 0 0 0 0 0 0 0 

29 30 31 32 33 34 35 36 37 38 39 

0 0 0 0 0 0 0 0 0 0 0 0 0 

42 Legend43 

= One cluster = File 1 

0 0 0 

27 

28 40 

41 

16




2 3 4 5 6 7 8 9 10 11 12 13 14 

Contiguous File - Additional Files 
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2 3 4 5 6 7 8 9 10 11 12 13 14 

Additional Contiguous Files 
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2 3 4 5 6 7 8 9 10 11 12 13 14 

Addition to Existing File 3 
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Deleted File 
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Sources Often OverlookedSources Often Overlooked 

PDA/Palm top

Contact manager files

Zip and Jazz drives 

CD ROMs

Floppy disks

Laptops & personal (home) PCs

Tape backups and restored data

Active computer files 

Undeleted (recovered) files 

Browser cache and bookmarks

Internet postings

External hard disk drives

Web-based storage “Free Drive”


Minicomputer files


Mainframe computer files


Network server files 

“Recipient” E-mail messages


Firewall logs


Email server files


Web-based email (e.g. “Hot Mail”)

Building access control system


CCTV security systems


PBX/CDR reports


Voice mail messages


Dictation: audio tape, rom cards
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